MamMaTKa ana obyyarwwmxca 06 MHHOpPMaLMOHHOM 6€30MacHOCTU AeTer

HE/Ib3A

Bcem nogpsaa coobuiatb CBOK YaCTHYH MHMOPMALMIO (HACTOSAWME MM, DaMuMio, TenedoH, agpec, HOMEP WKOJbI, a TaKxke dhoTorpadmu
CBOM, CBOEM CeMbM U Apy3en);

OTKpbIBaTb B/IOXKEHHbIE (hai/ibl SEKTPOHHOM MOYTbI, KOrAa He 3Haellb OTNpaBUTeNs;

Ipy6uTb, NPUAMPATLCA, OKa3blBaTb AABJIEHME - BECTU CE6A HEBEKJIMBO M arPECCUBHO;

He pacnopsikainca geHbraMu TBoeM ceMbM 6€3 paspelleHns CTapLuMx - BCerga cnpawmBan poamTenei;

He BcTpeyaics ¢ MHTepHET-3HAaKOMbIMU B PeasibHOM }KM3HM - NMOCOBETYMCA CO B3POC/IbIM, KOTOPOMY AOBepseLLb.

OCTOPOXHO

He Bce nuwyT npasay. YuTaelub o cebe Henpasay B MHTepHeTe - coo6LM 06 3TOM CBOMM POAMTENAM UIU ONEKYHAM;
MpurnawaroT nepenncobiBaTbCA, UrpaTb, 0OMEHMBATLCSA - MPOBEPb, HET JIM NOABOXA;

HesakoHHoe KonvpoBaHue daiioB B MHTEpHeTe - BOPOBCTBO;

Bcerga pacckasbiBai B3poC/ibiM O Npo6ieMax B CETU - OHW BCEraa NomoryT;

Mcnonb3yi HacTpoMKK 6€30MacHOCTM M NPUBATHOCTU, YTOBbI HE MOTEPATH CBOM aKKAYHTbl B COLCETSAX U APYrMx nopranax.

MOXHO

YBarkal Apyrvx nosb3oBaTesnen;

Monb3yewbca MHTEPHET-UCTOYHMKOM - ieNlalt CCbIJIKY Ha HEro;

OTKpbIBai TOJIKO Te CCbIJIKM, B KOTOPbIX YBEPEH;

061LaTbCA 3a NOMOLLbIO B3POC/IbIM - POAUTENN, OMNEKYHbI M aAMMHMUCTPaLMA CalTOB BCerga noMoryT

MHdbopMaumoHHasa namaTka ansa obyvarlmxcs

C KaXablM roOM MOJIOAENM B MHTEPHETE CTAHOBWMTHLCA GOJIbLIE, a WKOJbHUKM OAHWM M3 CaMblX aKTMBHbIX MOJib30BaTefien
PyHeTa. Mexay Tem, MOMMMO OFPOMHOr0 KO/JIMYEeCTBa BO3MOXKHOCTEM, MHTEpPHET HeceT M npobnembl. JTa NamsATKa JoJIKHA
NomMoYyb Tebe 6e30MacHO HaxXoAMUTbCA B CETH.

KOMIbOTEPHbIE BUPYCbI

KoMnbloTEpPHbIM BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHBIX MPOrPaMMm, OTIMYMTENIbHOM OCOGEHHOCTbIO KOTOPOM ABAAETCA
CMOCOGHOCTb K pa3MHOXKEHWI0. B AonosHeHMe K 3ToMy, BMPYCbl MOTYT MOBPEAMUTH MM MOJIHOCTbIO YHUUTOXMTb BCE (hai/ibl U
[laHHblE, MOJKOHTPOJIbHbIE MOJ/Ib30BATE/0, OT MMEHWM KOTOPOro 6bla1a 3amylleHa 3apaXeHHas Nporpamma, a TakKe MoBpeamThb
WM JasKe YHUYTOXMTb OMepaLMOHHYI0 CMCTEMY CO BCEMM haliamm B LENOM. B 60/blUMHCTBE C/lyyaeB PacnpoCTPaHATCA
BUPYCbl YEpe3 UHTEPHET.

MeToAbl 3almThl OT BPEAOHOCHbIX MPOrPaMM:

Mcrnonb3yi CoBpeMEHHbIE ONepaLMOHHbIE CUCTEMbI, MMEIOLLME CEPbE3HbINM YPOBEHb 3alUMTbl OT BPEAOHOCHbBIX NPOrpamMm;

MOCTOAHHO yCTaHaB/IMBaM NavTH (ULMGPOBbIE 3am1aTKM, KOTOPble aBTOMATMYECKM YCTAHAB/IMBAIOTCA C Lie/Ibio 40PabOTKM MPOrpamMmbl) 1 aApyrue
06HOB/IEHUA CBOEM OMEPaLMOHHOM cMcTeMbl. CKauMBaM MX TOIbKO C odMLMaNbHOro caiTta paspabotumka OC. Ecm cylecTByeT pexum
aBTOMATMYECKOro OGHOB/IEHUS, BKJIKOYM ETO;

Pa6oTait Ha cBOEM KOMMbIOTEpE MOoZ NpaBamM MoJjib30oBaTtens, a He aAMUMHUCTPATOPa. ITO He MO3BOMUT 60/IbLUIMHCTBY BPeAOHOCHbIX MPOrpaMm
MHCTa//IMPOBATLCA HAa TBOEM MEPCOHA/IbHOM KOMMbIOTEPE;

MCnosib3yi aHTMBMPYCHbIE MPOrPaMMHbIE MPOAYKTbI M3BECTHBIX NPOM3BOAMTENIEN, C aBTOMATUYECKMM OGHOB/IEHWEM 6a3;

OrpaHnub U3MYECKMI AOCTYMN K KOMMbIOTEPY A/ MOCTOPOHHMX /L,

MCnosib3yi BHELIHME HOCHMTEM MHDOPMALMK, TakMe KaK deLka, AUCK Mau dain U3 MHTEPHETA, TOJIbKO M3 MPOBEPEHHbIX MCTOYHUKOB;

He oTKpbiBal KOMMbIOTEPHbIE (Dal/ibl, MOYHEHHbIE M3 HEHAAEKHBIX MCTOYHMKOB. Jaxe Te (ai/ibl, KOTOpble MPUC/IAN TBOM 3HAKOMbIM. Jlydie
YTOYHM Y HEro, OTMPaBJIA/ /M OH Tebe uX.

CETH WI-FI

Wi-Fi - 3To He BMA nepegaym faHHbIX, HE TEXHOJIOrMA, a BCEro JMwb 6peHs, mapka. Ewe B 1991 rogy HuaepnaHacKas
KOMMNaHuA 3apernctpmpoBana 6peHa "WECA", yTo o603Havano cioBocoyeTaHue "Wireless Fidelity”, koTopbiMt nepeBoaMTCA Kak
"6ecnpoBoaHasa TOYHOCTL".

Jlo Hawero BpeMeHM Joluna apyras ab6peBuaTtypa, KoTopas SBASETCA TaKoM e TexHonorwei. 3To ab6peBuatypa "Wi-Fi".
Takoe Ha3BaHWe 6blI0 aHO C HAMEKOM Ha CTaHZapT BbICLIEM 3BYKOBOM TexHWKM Hi-Fi, 4To B nmepeBoge o3Ha4aeT "BbiCOKas
TOYHOCTb".

Ja, 6ecnnatHbIM MHTEPHET-A0CTYN B Kade, oTeNAx 1M aspornoprax ABASETCA OT/IMYHOM BO3MOMKHOCTbIO BbiXoAa B MHTepHeT. Ho
MHOrue 3KCnepTbl CYMTAIOT, YTO 06LWeaocTynHble Wi-Fi ceTu He ABNATCA 6e30MacHbIMU.

CoBeTbl N0 6€30MacHOCTH paboTbl B 06LLeA0CTYMNHbIX ceTax Wi-fi:

He nepeaaBait CBOO IMYHYI0 MHDOPMaUMio Yepes oblieaocTynHble Wi-Fi ceTu. PaboTas B HMX, KenaTeNbHO He BBOAUTbL Naposiv A0CTyna,
JIOTUHbBI U KaKMe-To HoMepa;

Mcnonb3yi M 06HOBAAKM aHTUBKMPYCHbIE MPOrPaMMbl M GpaHamayep. Tem cambiM Tbl 06e30MacuLlb ce6s 0T 3aKaukM BMpyCa Ha TBOE
YCTPOMCTBO;




Mpu ucnonb3oBaHum Wi-Fi oTkouM dyHKuUmMio "06Wwmi goctyn K darnam 1 npuHtepam”. JaHHas dhyHKUMA 3aKpbiTa N0 YMOYaHMIO, OAHAKO
HEKoTopble M0J/Ib30BaTe/IM aKTMBMPYIOT ee ANA YA06CTBa MCNO/Ib30BaHUA B paboTe uan yyebe;

He mcnonb3yi ny6anyHbii WI-FI ans nepegaym MUHbIX AaHHbIX, HANpUMEp A/S BbIXOAA B COLMAJbHBIE CETU MM B SNIEKTPOHHYHO NOYTY;
Mcnonb3yi TONbKO 3allmiieHHoe coenHeHue Yepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-aapeca BBOAM MMEHHO “https://";

B Mo6uAbHOM TenedoHe oTKUM dyHKumMio "TloakntoueHue K Wi-Fi aBTomatnyecku”. He JonycKal aBTOMAaTMHYECKOro NOAK/IHYEHUSA
yCTpoMcTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

COUMNANIbHBIE CETH

CoupanbHble CETM aKTMBHO BXOAAT B Hallly KM3Hb, MHOrMe /l0AM paboTaloT M KMBYT Tam MOCTOSHHO, a B Facebook yske
3aperMcTpuMpoBaH MWIMApA YeEsIOBEK, YTO ABMAETCA OAHOM CEAbMOWM BCEX KMTEseW MnaHeTbl. MHOrvMe nosb3oBaTe/in He
MOHUMAIOT, YTO MH(OPMALMA, PasMELLEHHAA UMM B COLMAJIbHbIX CETAX, MOXKET 6biTb HaMAEHa M MCMOJIb30BaHa KEM YroJHO, B
TOM 4YMCIe He 06S3aTesIbHO C 6/1arMMM HaMEePEHUAMM.

OCHOBHbIE COBETbI NO 6€30MaCHOCTU B COLMAJIbHbIX CETSX:

OrpaHuyb CNMCOK Apy3en. Y Te6s B Apy3bsAX He A0/IKHO 6bITb CIyHaMHbIX M HE3HAKOMbIX JIt0AEN;

3alumLLaM CBOK YacTHYI0 XM3Hb. He yKasbiBai naponu, TenedoHsbl, agpeca, AaTy TBOEro pPoXKAEHWUA M APYryio JIMYHY0 MHbOpMaLUMIO.
3/710yMbILLIEHHMKW MOTYT MCNOJIb30BaTh Aaxe MH(MOPMaLMIO O TOM, KaK Tbl U TBOM POAUTENMN MJIaHMPYETE NPOBECTU KaHUKY/Ibl;

3almLLan CBO penyTaumio - JEPHKU ee B YUCTOTe U 3a4aBan cebe BOMpoc: XoTes 6bl Tbl, YTO6bI Apyrye Nosib3oBaTesIM BUAENM, YTO Thl
3arpy:kaewwb? Mogyman, npexae Yem YTo-TO ONy6/IMKOBaTb, HaNMcaTb M 3arpysuTb;

Ec/m Tbl roBOpMLLb C JII0AbMM, KOTOPbIX HE 3Haellb, He UCMOJIb3yM CBOE peasibHoe MMS U APYrYH JIMYHYI0 MH(OPMaLUMU: MMSA, MECTO
KMTENbCTBa, MECTO Y4ebbl 1 Npoyee;

M3berak pasmellenmsa doTorpaduii B MHTEpHeTe, rae Tbl M306paXkeH Ha MECTHOCTU, MO KOTOPOM MOXKHO ONpeAe/MTb TBOE MECTOMOJIOKEHUE;
Mpu perncTpaumm B COLUMaNbHOM CETU HEOBXOAMMO MCMO/Ib30BaTb C/IOXKHbIE MAapPO/IM, COCTOALLME M3 BYKB M UMPP M C KOSIMYECTBOM 3HAKOB He
MeHee 8;

Ans coumanbHOM CeTU, NoYThbl U APYrMx CalMToOB HEOGXOAMMO MCMOJIb30BaTb pasHble Naposiv. Toraa eciu Tebs B3/IoMaloT, To
3/10YMbILLINEHHMKM NOAYYaT JOCTYN TONbKO K OAHOMY MECTY, a He BO BCe cpasy.

SJIEKTPOHHbIE AEHBI' A

INEKTPOHHbIE EHLIM - 3TO OYEHb YA0GHbIM CNOCO6 MaaTexkeM, 0AHAKO CYLECTBYIOT MOLWEHHUKM, KOTOpble XOTAT MOJTyYMTb 3TH
JEeHbr.

3ﬂeKTpOHHbIe AeHbrn NoABUINMCb COBCEM HENABHO M MMEHHO M3-3a 3TOr0 BO MHOIMMX rocyaapCtBax A0 CHUX NOp HE nponmcaHo
NpoO HMX B 3aKOHax.

B Poccuu e oHun beHKLIMOHMpyIOT M O HUX YyXKe MNponncaHo B 3aKOHE, rae nx pasgenAatoT Ha HECKOJ/IbKO BMAOB - aHOHMMHbIE U
He aHOHWMHble. PasHMUA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOpPbIX pa3pelaeTcAa npoBogmTb onepaumm 6e3 MAeHTMdJMKaLLMM
noJsib3oBaTtesziA, a B HeaHOHMMHbIX MAGHTMCI)MKaLIMFl no/ib30BaTeNs ABNAETCA 0653aTe/IbHOM.

TakxKe cneayeT pas/iMyaTb 3JIEKTPOHHbIE dMATHbIE AeHbrM (PaBHbI FOCYAapCTBEHHbIM BajloTaM) M 3/1EKTPOHHblE HedMaTHbIE
JEHbI1 (He paBHbl FOCYapCTBEHHbIM BaJIlOTaMm).

OcHoBHble coBeTbl N0 6e3omnacHom pa60Te C 1IEKTPOHHbIMU fEeHblraMKn:

MpUBAXKM K CHETY MOBMIBbHBIN TenedoH. ITO CamMbli YA06HbIN M GbICTPbIM CNOCO6 BOCCTAHOBUTL JOCTYN K cyeTy. MpuBA3aHHbIM TenedoH
NMOMOXKEeT, ec/n 3abyaellb CBOM MATEXHbIM Napo/ib MM 3aMAellb Ha CalT C HE3HAKOMOro YCTPOMCTBa;

Mcnonb3yi ogHopasoBble naposin. Mocie nepexoja Ha YCUIEHHYO aBTopu3aLmio Tebe yKe He 6yeT yrpoxaTb ONacHOCTb Kpaxu Uan
nepexsara niaTeHOro Naposs;

BbiGepu CN0XHbIM Naposb. MpecTynHMKam GyAeT He NPOCTOo yrajaTh C/I0XKHbIM Naposib. HagexHble Maposu - 3To Naposiv, KOTopble cofepkat
He MeHee 8 3HaKOB M BKJIIOYAIOT B ce6A CTPOYHbIE M NPOMNMCHbIE 6YKBbI, UMMPbI M HECKO/IbKO CMMBOJIOB, TaKMe KaK 3HaK Jo/iapa, hyHTa,
BOCK/MLATENbHbIM 3HaK M T.M. Hanpumep, $tROng!;;

He BBOAM CBOM NIMYHbIE AaHHbIE HAa CalMTaX, KOTOPbIM He JoBepseLlb.

S/IEKTPOHHAA MOYTA

JNEeKTPOHHasA MoYTa - 3TO TEXHO/IOMUS M NPeAOCTaB/SEMbIE €10 YC/IYTM MO NEPECHIJIKE M MOJIYYEHMIO SJIEKTPOHHBIX COOBLLEHMH,
KOTOpble PacCrpefensaoTca B KOMMbOTEPHOM CeTU. OBbIYHO 3/IEKTPOHHBIM MOYTOBbLIA AWMK BbIMIAAUT CNEAYIOWMM 06pPa3oM:
UMSA_N0J/Ib30BaTeNA@MMS_JIoMeHa. TaK:Ke Kpome nepejaaydm NpocToro TeKCTa, MMeeTCsl BO3SMOXHOCTb NepeaaBatb dakbl.

OcHoBHble coBeTbl Mo 6e30MacHOM paboTe C 3/1eKTPOHHOM MOYTOM:

Hazio BbiGpaTh NpaBU/IbHbIM MNOYTOBbIM CEPBUC. B MHTEpHETE eCTb OrPOMHBIM BbIGOP 6eCrnNaTHbIX NOYTOBbIX CEPBMCOB, OJHAKO Jlyylle
[IOBEPATb TEM, KOTO 3Haellb U KTO NePBbLI B PEUTUHTE;

He yKasblBai B IMYHOM MOYTE JIMYHYIO MHbOPMaLMIo. Hanpumep, yylue BblIGpaTh "My3blKa/ibHbIM_daHaT@" uam "pok2013” BmecTo "Temal3”;
Mcnonb3yi AByX3TanHyo aBTopM3aumio. ITO KorAa NOMMMO NMapoisl HY}KHO BBOAWTL KOZ, NMPUChIZIAEMBIM Mo SMS;

Bbi6epy CN0XKHbIM Naposib. J1s KaxKAoro NnovToBOro AlMKa JO/IKEH 6biTb CBOM HAZEKHbIM, YCTOMUYMBDLIM K B3/IOMY Naposib;

EC/M ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOM JIMUHbIM BOMPOC, MCMOJIb3YM 3TY BO3MOMXHOCTb;

Mcnonb3yi HECKOJIbKO NOYTOBbIX ALMKOB. MepBbIi A/ YaCTHOM NEPENMCKM C aZpecaTamu, KOTOPbIM Tbl JOBEpPSAeLlb. ITO 3NEKTPOHHbIM agpec
He HaJo MCNo/Ib30BaTb NPU peErncTpaumm Ha hopymax M camTax;

He oTKpbIBal akbl U Apyrue BAOKEHWUSA B MUCbMAX, AAXKE €C/IM OHW MPULLAM OT TBOMX Apy3eM. Jlyulle YTOUHM Y HUX, OTNPABAIM /1K OHM
Te6e 3TU (anbl;

Mocne oKoHYaHMsA paboTbl Ha MOYTOBOM CEPBUCE NEPeZ 3aKPbITUEM BK/IAZKM C CAUTOM He 3aby/b HaxaTb Ha "BbiiTu".

RKUBEPBYIJIMHIT I BUPTYAJIbHOE U3AEBATE/IBCTBO

KubepbynnuHr - npecnefoBaHuWe COOBLIEHMSAMM, COAEPKALMMM OCKOPG/IEHMS, arpeccuio, 3anyruBaHWe; XyJIMraHCTBO;
coumanbHoe 6OMKOTMPOBaHUE C MOMOLLBIO Pa3/IMYHbBIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl N0 60pbbe C KMBEPOYI/IMHIOM:

He 6pocaiics B 60M. Jlyywmii cnocob: NoCOBETOBATLCA Kak Ce6A BECTU U, €C/IM HET TOro, K KOMY MOXHO 06paTUTLbCA, TO BHaYane
YCMOKOUTLCA. ECM Thl HAYHELb 0TBEYaTb OCKOPOBJIEHMAMM HA OCKOPOIEHMA, TO TO/IbKO elle 60/blie pa3oXKKellb KOHMIMUKT;



Ynpasnsau cBoen KubeppenyTaumen;

AHOHMMHOCTb B C€TM MHMMas. CyLLecTBYIOT CNOCO6bI BbIACHUTb, KTO CTOMT 32 aHOHMMHbIM aKKayHTOM;

He CTOMT BECTM Xy/UraHCKUIM 06pa3 BUPTYabHOM KM3HU. MHTEpHET BUKCUPYET BCe TBOM JEMCTBUSA M COXPaHAET UX. YAanuTb ux 6yaeT
KpaiMHe 3aTpyAHUTENBHO;

Cobntofai CBOIO BUPTYaslbHY0 YeCTb CMOJIOAY;

MrHopUpyH eAMHMYHbIN HeraTuB. OAHOPa3oBble OCKOPGMTE/IbHbIE COOBLLEHMA NyUlle MrHOpMPOoBaTb. O6bIYHO arpeccus NpeKpallaeTcs Ha
Hava/IbHOM CTagauu;

baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMM COOBLLEHUAMM, B COLMAJIbHBIX CETAX €CTb BO3MOXHOCTb 6/10KMPOBKM OTMPaBKU
COOBLLEHMI C onpeseieHHbIX aZpecos;

Ecnu Tbl cBUAETENb KM6EP6YNNMHTa. TBOM AENCTBMA: BLICTYNMUTb NPOTUB Npec/iefoBaTens, NoKasaTb My, YTO €ro AeMCTBUA OLEHUBAIOTCS
HeraTMBHO, NOAJEPKATb KEPTBY, KOTOPOM Hy}KHA NCMXO0rMYECKas NMOMOLLb, COOBLLMTEL B3POC/IbIM O (haKTe arpecCMBHOIO NOBEAEHMS B CETM.

MOBMU/IbHbIA TENEDOH

CoBpeMeHHble cMapThOoHbI M NJIAHLWWETLI COAEpXKaT B cebe BroJjiHe B3pOoC/biid (DYHKUMOHA, U Tenepb OHW MOTYT KOHKYPMPOBaTb
CO CTauMOHapHbIMM KoMrbtoTepamm. OfHaKoO, CPeACTB 3aluTbl ANA MOLOGHbIX YCTPOMCTB MOKA OYeHb Mano. TecTMpoBaHWe M
MOMUCK YSI3BUMOCTEN B HUX MPOMCXOAMT HE TaK MHTEHCMBHO, KaK ans MK, To e caMoe KacaeTcs M MOBUJ/IbHBIX NMPUIOKEHMM.

CoBpeMeHHble MOOMJIbHbIE Gpay3epbl yKe MPaKTMYECKM AOrHa/M HaCTO/IbHble aHasIorM, OAHAaKO pacluMpeHue dyHKUMOoHana
BJIeYeT 3a Co60M 60JbLIYI0 COKHOCTb M MEHDBLLYIO 3aLUMLLEHHOCTD.

Jlaneko He Bce NpOM3BOAUTESIM BbiMyCKAOT 06HOBJ/IEHMS, 3aKPbIBAKOWME KPUTUYECKME YA3BMMOCTU AJIS CBOMX YCTPOMCTB.

OcHoBHble coBeTbl g1 6€30nacHOCTU MOBMJIBHOIO Tel'led)OHai

Huuero He saBnAeTcA no-HacToAleMy 6ecniaTHbIM. byab ocTopoxeH, BeAb Koraa Tebe npeasaraloT 6eCniaTHbIM KOHTEHT, B HEM MOTYT 6biTb
CKpbITbl KaKMe-TO NaaTHbIE YCAYru;

JyMait, npexkae yem otnpaBuTb SMS, GoTo 1am BuAeo. Thl TOYHO 3Haellb, rAe OHW GyAyT B KOHEYHOM mUTOre?

Heo6xoa1M0 06HOBAATE ONEPALMOHHYIO CUCTEMY TBOEr0 CMapTdhOoHa;

Mcnonb3yi aHTUBUPYCHbIE MPOrPaMMbl A1 MOBUJIbHBIX TeNEOHOB;

He 3arpy:kai NpuioKeH1si OT HEM3BECTHOIO MCTOYHMKA, BEAb OHM MOTYT COAEpKaTb BPeOHOCHOE NporpaMMHoe obecrneyeHme;

Mocne Toro Kak Tbl BblMAELb C CaiTa, rAe BBOAU IMUHYIO MHDOPMALMIO, 3aiMAM B HACTPOMKM Gpay3sepa U yaaau cookies;

Mepuoamyeckm NpoBepam, Kakue naaTHble YCAYrv akTMBMPOBaHbl Ha TBOEM HOMEPE;

JaBalt cBoM HoMep MO6UIbHOrO TeleoHa TOIbKO JI0AAM, KOTOPbIX Tbl 3HAELLb M KOMY AOBeEpSAellb;

Bluetooth fosikeH 6biTb BbIK/IOYEH, KOTAa Thl UM He NoJib3yellbcs. He 3a6biBal MHOT4a NpOBEPATb 3TO.

ONLINE UTPbl

CoBpeMeHHble OHJIaMH-MIpbl - 3TO KpaCOYHbIe, 3aXBaTbiBalOLIME pa3B/ievyeHMs, 06bEAMHAIOLME COTHM ThICAY YEeI0BEK MO BCEMY
MUpY. UrpoKkM uccieayloT AaHHbIM MM MMP, OGLIATCA APYr C APYrOM, BbIMOJIHAIOT 3aJaHMUsA, CPakaloTCAa C MOHCTPamu M
MoJslyyatoT OrbIT. 3a YA0BO/IbCTBME OHM MAATAT: NOKYNAlOT AMCK, ONJIAYMBaIOT aBOHEMEHT MM NPMOGPETAIOT KaKMe-TO ONumMM.

Bce 31 cpeacTBa MayT Ha MoAAEpXaHME M Pa3BMTME MIPbl, a TaKXKE Ha CaMy 6€30MacHOCTb: COBEPLUEHCTBYIOTCS CUMCTEMbI
aBTOpPM3aLMM, BbIMYCKAIOTCSA HOBblE MaTuM (UMGPOoBbIE 3aniaTKM A1 MPOrPamMMm), 3aKpbIBalOTCA YA3BUMOCTM CEPBEPOB.

B nogo6HbIx nrpax CTomt onacatbCA He CTOJIbKO CBOMX COMEPHMKOB, CKOJIbKO KpaXuM TBOE€ro naposjiAd, Ha KOTOpOM OCHOBaHa
CHUCTeMa aBTOpU3almm 60/IbLUMHCTBA nurp.

OcHoBHble coBeTbl N0 6€30MacHOCTU TBOETO MrpoBOro akkayHTta:

Ecavn apyroi urpok BegeT ce6s Mnaoxo UM co3faeT Tebe HeMpUATHOCTH, 3a6/I0KMPYH €ro B CMUCKE UrPOKOB;

Moxanymca agMMHUCTPATOPaM Mrpbl Ha NJI0X0E MOBEAEHME 3TOTO UIPOKa, XKeslaTeslbHO NPUIOKMTb Kakue-TO JoKasaTeNbCcTBa B BUAE
CKPWHOB;

He yKasblBai IMYHYI0 MHGOPMaLMIo B Mpodaiiae Urpbl;

YBaxai Apyrux y4acTHUKOB Mo Urpe;

He ycTaHaBnmBai HeodbuuMaibHbIe NaTyu U MOJbI;

Mcnonb3yi CNOXKHbIE M pasHble Naposiu;

Jlaxke BO BPeMS Urpbl He CTOMUT OTKJII0YaTb aHTMBMPYC. MoKa Tbl Urpaellb, TBOM KOMMbIOTEP MOTYT 3apasuTb.

OULLUNHI U KPAXKA JIMYHBIX AAHHBIX

O6bI4HOM KpaXKeW AEHEr M [AOKYMEHTOB CEroAHA YK€ HMKOro He YAMBMWb, HO C PasBUTMEM MHTEPHET-TEXHOJ/IOMUIA
3/I0YMbILNIEHHUKM NEPEMECTU/IMCE B MHTEPHET, U MPOAO/IKAKT 3aHUMATLCA "JIO6UMbIM” AE€/IOM.

Tak nosBmnacb HOBas Yrposa: MHTEPHET-MOLIEHHMYECTBA MW (ULIMHI, FNaBHaA LESlb KOTOPOro COCTOMT B MOJyYEHMM
KoH(UAEHUMANbHbIX AaHHbIX MO/b30BaTENEN - JIOTMHOB M naponei. Ha aHramickom Asbike phishing ymMTtaeTtca Kak GUWMHE (OT
fishing - pbi6Haa nosndA, password - naposib).

OcHoOBHbIe coBeTbl N0 60pbbe C PULLIMHIOM:

Cnepaun 3a CBOMM akkayHToM. Ecam Tbl nogo3peBaellb, 4YTO TBOA aHKeTa 6bl1a B3/loMaHa, TO HE06X0AMMO 3a6/10KMpoBaTb €e U COOBLLMUTD
afMMHMUCTpaTOpam pecypca 06 3TOM KakK MOXHO CKOpee;

Mcnonb3yi 6e3onacHble Be6G-CaiTbl, B TOM YAC/IE, MHTEPHET-MarasvHOB M MOMCKOBBIX CUCTEM;

Mcnosb3yit CoxHbIE M pasHble Napoan. TakMm 06pa3oM, ecsin Te6A B3/IOMatOT, TO 3/I0YMbILAIEHHWUKM MOJyYaT AOCTYN TObKO K OAHOMY
TBOEMY MPOMUIII0 B CETU, @ HE KO BCEM;

Ecnn Teba B3nomanu, To HEO6XOAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPblE 06aB/IEHbI y Te6A B APYy3bAX, O TOM, YTO TebA
B3/I0MaJI1 U, BO3MOXKHO, OT TBOEr0 MMEHM GYAeT paccChiNaTbCs CNam M CCbIJIKU Ha (PULLIMHIOBbIE CaMTbl;

YcTaHOBM HaAeXHbiM naposib (PIN) Ha MOGUAbHBIN TenedoH;

OTKNIt0YM coxpaHeHMe napons B 6pay3epe;

He oTKpbiBaK (aisibl U Apyrue BAOKEHUSA B MMCbMaX, Jae eC/IM OHWU MPULLIM OT TBOMX Apy3ei. Jlyylle YTOUHM Y HUX, OTMPABAIN M OHU
Te6e 3TU danbl.

LNDOPOBAA PEMYTALNA




Uudposaa penytaums - 3T0 HeraTMBHasA MM MNO3UTMBHAA MHGOPMaUMsa B CeTU 0 Tebe. KomnpomeTupytowas mHbopmauus,
pasMeLlleHHas B MHTEPHETE, MOXKET CEpPbe3HbIM 06pPa3oM OTPa3MTbCA Ha TBOEM peasibHOM XM3HM. “LindpoBas penyTtaums” - 310
TBOM MMM, KOTOPbIM hopMUpyeTCsa M3 MHbOpMaLMK 0 TeGe B MHTEPHETE.

TBOE MECTO KMTENbCTBa, y4ebbl, TBOe (DMHAHCOBOE MOJIOXKEHME, OCOBEHHOCTM XapaKTepa M paccKasbl O G/IM3KMX - BCE 3TO
HaKan/IMBaeTCca B CETH.

MHorve noApoCTKM NErkoMbIC/IEHHO OTHOCATCA K Ny6/MKaumMu aMdHOM MHdopmaumm B MHTepHeTe, He MOHMMAas BO3MOMKHbIX
nocneacTBui. Tbl Aaxe HE CMOXellb JorajaTbCs O TOM, 4YTo doTorpacus, pamelleHHas 5 neT Hasaj, cTasa NpUYMHOM OTKasa
NPUHATL TebA Ha paboTy.

KomMeHTapmu, pasmelieHue TBomx doTorpadmi U Apyrme AEMCTBUS MOFYT HE MCYE3HYTb JaxKe Moc/ie TOro, Kak Tbl MX
yAanumiub. Tbl HE 3Haellb, KTO COXpaHMA 3Ty MHMOpMaLMio, nonana Jivu OHa B MOMCKOBblE CUMCTEMbl M COXpaHWIAChb JiM OHa, a
r/laBHOE: YTO MOAYMAalOT O Tebe OKpYKalolMe JIAM, KOTopble HaMAyT U YyBMAAT 3T0. HalTu uMHGOpMauMio MHOMO IeT CnycTs
CMOXET N060M - KaK M3 J06PbIX NMOBYKAEHMM, TaK MU C HAMEPEHUEM NMPUUYUHMUTL BPEA. ITO MOXKET 6bITb KTO YroAHO.

OcHoBHble coBeTbl NO 3awuTe LI,MCIJPOBOI\/Ii penyTtaunn:

MoayMai, npexzae YeM YTo-To Ny6AMKOBaTb M NepesaBath y ce6s B 6710re UK B COLMANbHOM CETH;
B HacTpolikax Npoduia YCTaHOBU OFPaHUYEHMS Ha NPOCMOTP TBOEro Npodus U ero CoAepKMMOro, CAean ero ToNbKo “ansa apysen”;
He pa3melLal 1 He yKasbiBal MH(OPMALMIO, KOTOPAs MOXKET KOro-/IM60 OCKOP6ASATb MM 0BMKaTb.

ABTOPCKOE MNPABO

CoBpeMEHHbIE LWWKO/IbHUKM - aKTMBHbIE MOJ/Ib30BaTeNM LUMGbPOBOro npocTpaHcTBa. OAHAKO [JaNeKo He BCe 3HaT, YTo
M0/1b30BaHME MHOMMMM BO3MOXKHOCTAMM LIMGPOBOro M1pa TpebyeT CoB0AEHUA NPaB Ha UHTEIIEKTYa IbHYH COGCTBEHHOCTb.

TepMUH "MHTeNNeKTyaNbHasA COO6CTBEHHOCTb" OTHOCMTCA K pas/iIMYHbIM TBOPEHMAM YE/I0BEYECKOTO yMa, HauyMHas C HOBbIX
M306pETEHUM M 3HAKOB, 0603HAYAOLMX COBCTBEHHOCTb HA MPOAYKTbI M YCAYrM, M 3aKaHYMBaAs KHUramu, doTtorpadmsamu,
KMHOMNbMaMM M My3blKaJIbHbIMKW MPOM3BEAEHUAMM.

ABTOpCKME npaBa - 3TO MpaBa Ha MHTE/IIEKTYasIbHY0 COBCTBEHHOCTb Ha MPOM3BEAEHMSA HAyKM, SMTepaTypbl M MCKYCCTBA.
ABTOpPCKME MNpaBa BbICTYMAOT B KayecTBe rapaHTMM TOrO, YTO MHTE/IIEKTyasibHbIM/TBOPYECKMIM Tpya aBTopa He 6yaer
HanpacHbIM, JacT eMy CrnpaBeA/MBble BO3MOXKHOCTM 3apaboTaTb Ha pesy/ibTaTax CBOEro TpyAa, MOJYYMTb WM3BECTHOCTb M
npu3HaHue. HUKTO 6e3 paspelleHWs aBTopa HE MOXET BOCMPOM3BOAMTb €ro Mpou3BeAeHWe, PacrpoCTpaHATb, My6AMYHO
AEMOHCTPUPOBaTh, NpojaBaTb, UMNOPTMPOBATb, MyCKaTb B MPOKAT, Ny6/IMYHO MCMOJIHATb, MOKa3blBaTb/MCMOHATL B 3dupe Mam
pa3mellatb B MHTepHeTe.

Mcnonb3oBaHUe "MMPATCKOro” NMporpaMMHOro ob6ecrneyvyeHnsa MOXKeT MPUBECTM K MHOIMMM PUCKaM: OT MOTEPU AAHHbIX K TBOMM
aKKayHTaM A0 6/7I0KMPOBKM TBOEro YCTPOMCTBA, FAe YCTaHOBJ/IEHA HejlerasibHas nporpamma. He cTouT Takke 3abbiBaTb, YTO
CYLLECTBYIOT Jlera/ibHble U 6ecniaTHble NPOrpamMmbl, KOTOPbIE MOXKHO HaMTU B CETM.




